How To: Setting Up IP Safelisting

=

Last Modified on 05/30/2024 1:20 pm EDT

IP Safelisting allows Account Holders to configure a safelist of allowed IP addresses that your users can access
Updox from.

Setting Up IP Safelisting

1. Sign in to your Updox account. Under Menu, select Admin and click Practice Security Settings.
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2. You will be taken to the Security Settings page for your account. Here you can manage multi-factor
authentication and IP Safelisting.

= mew  updox

Security Settings ACCOUNTSETTINGS  USER SETTINGS

Account Security Settings

SETTINGS ON THIS PAGE: Multi-Factor Authentication (MFA)

Authentication

1P Safelst
edic
1P Safelisting

Add 1P Address.
WARNING:

Enter P adaresses o po
outside of your region at a system-wide v - the settings on this page cannot be used to allow access from IP addresses outside your region
(eg Canada d any 1P

Entres i the y take any of the following formas:

« Asingle IP addr
from which your

single 1P

i have a static, public P address
fyour IsP allocates your offce’s P ? (which o
o

+ AnIP address range in CIDR notation, eg. 192.168.0.0/24.

« AnIP ador .8, 192:168.0.0-255.255.255.0.

Your current IP address is: 172.18.0.1

There are currently no IPs Safelisted.

i s we wil glon. Once ane o are provided, we wil restrict
adaresses. You can add IP hat should have access above,

Note: The IP Safelist is empty by default, meaning there is no restriction on which IPs can access your Updox
account. As soon as any entry is provided, IP addresses that do not match will be blocked.
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WARNING: Incorrect configuration of these settings can prevent you and your users from accessing Updox. Do not modify these settings unless
you know how IP addresses are assigned for your organization.

Enter IP addresses or address ranges from which your users should be permitted to access Updox. Please note that Updox restricts access from
outside of your region at a system-wide level - the settings on this page cannot be used to allow access from IP addresses outside your region

(e.g. Canada or United States). If no IP addresses or address ranges are included here, your users will be able to access Updox from any IP
address within your region.

Entries in the safelist may take any of the following formats:

¢ Asingle IP address. WARNING: use of single IP addresses as safelist entries is strongly discouraged unless you have a static, public IP address
from which your users connect. If your ISP allocates your office’s IP address via DHCP {which is probably the case unless you've explicitly
arranged otherwise), you should not have a single IP address as the sole entry in your safelist.

* An IP address range formatted in CIDR notation, e.g. 192.168.0.0/24.
* An IP address range formatted as (base IP address)-(subnet mask), e.g. 192.168.0.0-255.255.255.0.

Your current IP address is: 172.18.0.1
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There are currently no IPs Safelisted.

If there are no entries, we will allow access from any IP address within your region. Once one or more IP addresses are provided, we will restrict
access to only those IP addresses. You can add IP addresses that should have access above.

CAUTION: An IP address can be misconfigured. An incorrect configuration can lead to users under your
account being blocked from accessing Updox. As mentioned in the image above, it's recommended to only
modify these settings if you are sure you know how IP addresses are assigned for your organization.

3. You can add IP addresses to the safelist using the following notations:
e Asingle IP address
e An IP address range formatted in CIDR notation, e.g. 192.168.0.0/24
e An IP address range formatted as (base IP address)-(subnet mask), e.g. 192.168.0.0-255.255.0

By default, your current IP address will be displayed to assist in avoiding a potential misconfiguration. A banner
will be displayed when any IP address is provided in the list, indicating if your own IP address matches against
anything in the list or not, as shown below:

Enter an IP address into the field and click Add to list. Repeat for other IP addresses you would like to add.



Your current IP address is: 172.18.0.1

Your current IP Address is not in the Safelist or is disabled. If any entries are added and this IP is not included, you will be unable to access Updox
systems after you log out.
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4. You will see a banner when at least one entry matches your current IP address. You can enable/disable entries
in the safelist without explicitly removing them, or you can delete entries outright.
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Your current IP address is: 172.18.0.1

Your current IP address exists within the Safelist and can connect to Updox systems.
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5. When a user logs into an account from an IP address that is not in the safelist, they will be blocked from logging
in and will be presented with the following screen:

updox
IP Address Blocked

@ Access to this Updox account is not
authorized for this IP address (172.18.0.1)




If an Account Holder loses access to Updox due to an IP address misconfiguration, they will need to contact
Updox Support to have the IP Safelist for the account cleared.
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